
_. DOC~tTFlLf(Wi~l'hagoCooperative
Telecom Association

\.

704 E. Main St. • Lake Mills, IA 50450

February 23, 2010

Commision's Secretary, Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

Phone: 641.592.6105. Fax: 641.592.6102
E-Mail: wcta(G2wct~tel.net

'"ReceIved & Inspected

FEB 232010

FCC Mail Room

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30,2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,

~tJeg~
Terry Wegener
General Manager/Executive Vice President

cc: Best Copy and Printing, Inc. - via FCC@BCPIWEB.COM

No. of Copies roc'd 0f L
List ABCDE



Received & Inspected

FEB 232010

FCC Mail Room

ANNUAL 47 C.F.R. § 64.2009(E) CPNI Cerftification
EB Docket 06-36

Annual 64.2009(e) ePNI Certification for 2009

February 23, 2010

Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer ID: 801903

Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

I, Terry Wegener, certify that I am an officer of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth

. in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access CPN I, and what steps
companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

~a/~£
Terry egenerU
General Manager/Executive Vice President



Winnebago Cooperative Telecom Association
704 East Main Street

Lake Mills, Iowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket No. 06-36

Annual 64.2009(e) CPNI Certification for 2009

Date: February 23,2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID

Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

~/d~{24yV-l __
Terry Wliigener
General Manager/Executive Vice President



Winnebago Cooperative Telecom Association
704 East Main Sll'eet

Lake Mills, Iowa 50450

Exhibil J

Accompanying Statement

Wmnebago Cooper alive Telecom Assoclation ("Company") maimains Ule followmg opeT<.l1ing procec1nres
10 ('1,S:Jrt comp]unu \Vah L\]e Tl1ks set ['::.'inh in d7 C.FP" P,H1 6t1, Sllbp,m U:

Section 64.2005 Use of (lls10rner p,-oprietar)' network inform~tion without clIstomer
approval.

(J) AJlY lelec.olllmu])JcalJons carrier IllLly usc, disclose. OJ penni( access to CPNJ for the purpose of
providing or lllarketing service offerings among the ci.Hegories of service (i.c, locaL illlerexc]),mge, and
CMRS) 10 whlch the customer alrei:Juy snbscribes from the same carner, wilhoU1 customer approval

(1) ]f <J telecommunicatIons carner provides differen1 cdtegories of serVice, tmd J customer
subscribes 10 more LlUll one calegory of service offered by tbe carrier, lIle carner is pennined to ShalE

CPNl among the emier's affilialed entities that provide a service offermg to lIle customer.

(2) Jf a (elecommunicnious carrier provides differeut clltegories of serv1ce, but <:I customer does
HOI snbsCllbe to more -111al) one offering by the ciJrrier, the carrier is not pennined to slure CPNl willl ilS
Jffili'lIes. except as pJo\'lded in §64.2007(b)

(b) A teJecommuIllC<luOIlS carrier may nOI llse, disclose, or permi\ access 10 ePNJ to market to a
CllSlQmer service offerings tllJl are within a category of service 10 wlllch the subscriber does 11m ab-eady
subscribe from tlJdl ellTiee unless lbal CarTler hJS cllslOmcr approval 10 do so. excepl as described 1Il
paragraph(c) oflhls seclion

(1) A wireless provider may use. disclose, or permi\ access to CPNl derived from i[s provision of
CMRS. wilhom CIIslOlner JppIOV;ll, for lhe provision or CPE <:Iud informlltiOlI service(s). A wirehne carricr
llliJy usc. disclose or perm]1 acccss 10 ePNl deTlved from its provision of local exchange servlce or
llllerexchauge service. wi[holll CllSlOllJer approval, fcn LIlt plOvision of CPE and can <lllsweri:ng. voice miJil
OJ' messaging. VOlCt sloTl'lge Jnd rctlJeVll\ serV1ces, Lr;.; storc aod forwJrd. and protocol conversion.

(2) A leJecOmJ1lIUliCllions carrier Illily!lOt use. disclose, or pennit access to CPN] [0 Identify or
track CUSlOllJcrS (ha[ nIl cornpcling service providers For example, a 10ciJl exchange carrier Jll<Jy \lot nse
local service. CPNIlO !rack all cnstomers that call local service competitors.

(c) A telecommunications carrier m<:lY use, disclose, or pennit ,-,ccess 10 CPNl. wi(holl1 CUs[omeJ
t1pprovaL as descIlbed in (Jlis paragTJph (c).

(1) A lele(OJnJllunjl<lllLlIJ~ canier m;lY 11,:t, disclose. or pcnllli access 10 CPNI, \ViLll0UI CU:iLomer
dpproval. in i(s plOvision of Ulsidc 'Hiring instalbmon, maintenaJlce, and rep,ru- services.

(2) CMr-~S prOVIders ll1<IY use. disclose. CJT ptrnJJI ;Ilcess 10 CPN] for lhe purpose of conullcllng
resf:afch on Ihe he,dlh errCC1S of CMRS

(3) LEes. CiV1RS providers, dlld JIllercoJ1JH.:ued VolP provH..lers m,ly use CPNL wlIllom Cllstomer
Jpproval. [0 lllJl ket services fOJlllerly known as ,1djuncI-lo-basic serVices, such ,IS. blll no] limiled to. speed



dialing, compll1er-provided dneclOTy JSSiSl,mce, call monitoring, c,ill ITJcmg. CJlI blockiJlg. c:llI relUllJ.
rCpe,\1 di,J1iJIg. cdll!]'lckmg. clll w'lili.ng. c:lller I D. (,Ill for\\'<1rding. ,mel cenaUl (en!] CA ftdlllTrs

(ll.! :\ lc!cCl',1!mlllIllCllicJm cmier lll,lV llSe. disclo'e. OJ pelmi) Jeees" 10 CPN] 10 plUrlcl lill~ rJ~:lw

('IT pruperlv nflhc- un io. nl l(\ prnrlCl Il<;er~. of Ihnsc- servrces ,1Ilc10Ihn Cdrners fWIll fl dlldll1cIl1 ;:bwi,.'(·. (11

llllLlwfulllse of or snbscription 10. snell servIces

TIre CUIlJlJaJJj' Iras adupted specifir ePNJ pVlities f(J t'JlSlrrt:' fI,al, ;11 tire lIb.fiCHU:' of nislOlllt'/ ap!)l"uval,
CPNJ i~ (JIIIJ' "sed [1.1' file CompailY fo provide IIJ lIIarkei 'ierviu:, o!lp.rillgs {//I10Il/: fhe ultt'ljories uj
SerVIle (1. t'., local, illierexdrallge, alld ClvIRS) Tv II'h;fh tI,e UlSTullle1" nlready subscribeS The
CumpallY's CPNl }'olides prohibit tire sllarillg (~f ePNJ with a!filiated clilJJpaHies! c\("epl a~ pamilted
Imder Rille 64.2005(a)O) vr willr cilSfOlner approval pllrsliaHi fo Rule 64.2007(b). Tile vllly exreptivlls
(0 I hese policies art' as pt>rmiffed lInder 47 Us. C § 122(d) ann Rule 64.2005.

Section 64.2007 Approval reqllired for lise of cI1s1omer propriel:lry nel work information,

(a) A leI ecommunicdlions carrier nuy obtaill approvJl through \Witl en. Oldl or elecCIonic
methods.

(1) A Ielecomnmnic<ltion s carrier relying OIl oral approvJ1Shd 1\ beaT the burd en of dl'lllOrlstrJling
Ute)1 sllch <:tpproval ]ldS heen given ill compliance with the Commission's niles in this pdn.

(2) Approvdl OJ disapproval CO use, disclose, or permit access 10 J Cllscom er' s ePNl ob1ained by a

LeleconunnniCdLions carrier DHISI remain in effecL nmil the cnstomer revokes or limits sud dpprov<ll or
drsLlpprov:ll

13) A lelecolllllllmicJtiolls carrier mUSl llldUllJ.lll records of approval. whether OTJL wliHen or
eJeclJonic, for J11easl c,ne ye<lI.

IT! all flnllmstallce5 wllere i"lls1ulller approval is; required tv lise, disdvsl! or permit access to CPNI, (lie
Compally's CPNl polides require tfrat tire Compauy ubtaill i'IIstomt:r approvalllrrvlIgh wriaell, oml (n

elatrvuif me/hods III wmpliallfe )vitll Rille 64.2007. A !lIstlJllln's approval ur disapproval remaillS ii,
ejteu IIl1tif Ihe flrSTumer revukes VI' limits (he approval UJ' disappmvaL Tile Cvmpany moillwills rewrds
vf fflS/Olrrer approval twlletlrr-:r wr;lteJl, oral ur elearuT/i()!il/, 0 millimum IIjIJlleyeal".

(b) Use of Opl. QUi Imd Opf-In ilppmv(I! Pro(t's,\e,\ A lelecommlmicJ!ions carrier 1ll.IY, 5ubjeci
10 Opl-Cllll <lpproval or opt-in cl]JprovJL lise its CllSlOmcr's individuJlly idelllifiabk CPNI for lile purpose of
m,iJketi.n~ comrmmicclLions-rclaled Sef\llCeS to thil\ clIslomer A 1elecommumcallOllS cJoie} may. subject [0
opt~ml1 approvdl or opl-ill approval, disclose its CUS10mer's individlldlly idenlifidble ePNI, for Ihe pltrpose
Qfll1~~rke~i!lg cC1n!~~u...'1jC~~~Qns-ret~!ed servjce.s !a thJl cu~~cn1e~. to rls Jgents and i1S l:i~~ilitc5 ihai pru~",id':

communiCalioJ1S-re);l1eu servIces A leleconmmnicJtions cdrrier may Jlso permit such person or enliries 10
obI din dccess 10 such CPNI for such purposes. Excepl for llse and disclosure of CPNJ 11m is permiUed
wi\hOlli cllstoiller approvalul1der seClion §64.2005, or tll:1l IS described in this pardgraph, OJ as otherwise
provi ded in seclioll 222 of lhe ComlHl11licatiolls Act of 1934, as Jill ended, a lelecomnnmications c,lITICr
Illay only use, disclose, or pennil access La ilS cuslOmer's indlvjdn,llly idenlifiable CPNJ sllbjecl 10 opt-iu
ilpproval

D:u;pl liS iJllrenvise permitted III1r1er RlIle 6~.2005, Ihl' ClJmpmry's CPNl pulil."ics u:fJ"irl' 1/1111 Ille
CVlIlpwry ob/ain a ('I/stumer's "vpt l1/1t" vr "vpf ilr" flpproval )J/lrsuall1 tu Rille 64.1007(b) belille Ilie
CVIlT/lUIlY mllY lise CPNl tv morlll:( UJlJIlIlllllit.-atioll.\-u:lall'rI Sl'l"l'icl!s ur nisduSt: CPNl II' ils U.~t:JrIS or
a/filintes flral {lrovidt' fOnlln/lIl;UiJiolls-relale({ servin'sfOl /II II rkl!/lJlg pll1pvses. The CompallY does JlIII

uSe Cl'NI f')]" any oilll:r 1"'!flOses, aud does nul discluS(' 1>1" gJ"l1ll1 acceSS to CPNJ 10 (Illy ullrer- pal1y,

exce{J( as permiflt:rllllllla 47 Us. C §. 222(d) and Rille 64.2005.

)



Section 64.2008 Notice required for nsf' of ClISlQmer proprjel~ry lltlwOrk inform:ltion.

1,1'\ !·/(In/;((lnc'lI. Ccpero/!'. (]":' h\ll[ \(. ,11]\: ::..~,II(I;'lIlr·1l f~'l (ll:IC'lJlCl ,1]1):'1(1'':.11. .1

ICI((('llll1l11mC'lliow. [jill iCl 11l1lSI provide 1l0l111ClilCll\ It' IIIi' (\l51(11JiLi iJ! Ilk ClI:,h1JlJl:I'S l!g,ln 10 I ('surCl 11:::.(:

e,L disclose of. ,md i)C(e~;s 1() lbill customer's CPN"j

(2) A lelecommnuications carrier l11USI maimain records of notificJLiol1, wbether oral. \\lTinen or
eleclronic for lit ledst GIle year.

(b) lndividlldl fiOliee \0 clislOlners must be provided when soJicJlUJg JpprovaJ 10 11SC. disclose, OJ

peflni, llccess to cuslOm,~rs' CPNl

(c) CQiI/elll q/ Notice Cuslomer notificallon must provide sn[ficienl iufomliJtioll 10 ellJble the
::.:;;SlOmer 10 make an infonned decision 3S to \vhelher to pennil 8. GlJiiCJ 10 usc, Jis:.:lo~e, or permit access
10, the cllstomer' s CPNJ.

(1) The nOlificnioJl must Slale that tJle cllslOmcr has d righL Jnd the LJrTler bas J duty, under
federal Jaw. (0 protect dIe confidenll,)i,y ofCPNJ

(2) The 1l0lification mnst specify lhe types of lllforlllJlioIl ulal constitme CPNl and the specific
entities that will receive the CPNl. describe the ptlTposes for which CPN] will be used, ,nd inform dle
customer of his or her right to ciIsllpprove those nses, JJld deny OJ withdraw llccess to CPNI at allY time.

(3) The llGlification musl iJd\lise the customer of tile precise sleps the CllSlorner must take in order
to gram or deny access to C?Nl. dnd must clearly Slale tJlat a denial of approval will not affect the
pro"\~slon of any services 10 which tJle customer subscribes. However, carTlers JDay provide a brief
SIi11ement, III J clear and neuuaJ language. descnbing consequences direclly resnlting from me Inck of
Occess [0 CPNJ

(4) The notification IlH1SI be comprehensible and mus! not be misleading

(5) If WTlllet.' notification is provided, the notice nHlSl be clemly legible. llse sufficiently large
IWe, Jnd be pl<-lccd in a.:n area so as to be readily appaTe.lll10 a CllSI01rJ(:l

(6) If any portion of a nOlificmion lS translJted mto another JiJIlguage, then aU ponions of me
n01J:ficJtion must be translated into tJlal language_

(7) A carrier may slale in tlle notification that the CllSIOIlH'.! 5 JPIHOVill 10 use CPNI may enhance
the C<lTTier's ability to offer prodncIs and services tailored 10 tJle CllStOllH'J'S needs A carrier also may state
in the notification tJUll11 may be compelled to disclose ePNl 10 JIIY per~(l\l upun arJlnlla1.ive written reques!
by \he Citslomer.

(8) A carner may no\ illc.lude in tJle llotlflcJlion (lJ1y s!aleJJ1em Jrtempling 10 encOlnage a Cllstomer
[0 freeze dmd-pany access to CPN\.

(9) The notification mllS\ slJle thJI any Jpprova], or denJ<J1 of JppJoval for the llse of ePNI
outside oftlle serVlce to which lhe customer <:llready subscribes nom Ihat carrier is vllJid unliJ the cuslomer
affi.rmalive]yrevokes or Iimils such JpprovJI or denlJI

(10) A le]ecommUlllCJtJons cemier's solicitation for approval l1l11S1 be proxlln;Hl~ 10 the
notIfication of J cllslmner's CPN] ri gill s.

TIre CumptllIy's CPNI policies reqllire that ll/stumas be /wliFert III rite;,. rights, (1I1d lite Cumpany's
obligaliuTls

J
JV;lh respect to CPNI priur {u allY SUlil·ilafiulI .lin- l"IfS{Olllt:r tlfJJHo,-'al. IJJI reqllirL'd customer

1I01'0':S (whether written) oral or e1eCfJ"tJllit) l"UlI1ply Ivilh 'lie reqllirt'mel/ts f~l Rifle 64.2008. The



CvmpaJl)' lIlaimai1!$ records u{ all reql/ired UISTUIHt'1" I/vrices (,,,lrellier H'rrtfell, vral vr deC/l"ol/h) for a
111 ill im 1//11 of uue j't'ar.

(d) NOllie F.ctjlllrt:lJit'/us .'~:.C( i(1i /rj /)p; (.)!.: :\ l('lc(()n1l111)lllc.i1lOn~ carncr musl provide
qOldlc~tion 10 obl,lm OpH11l1 'lppIO'.'<11 ilnoll!,IJ eltCllf'\lir [IT WrillelJ Illl'lhods. h1ll nOl by Of,il
comnnmication (excepl ;JS provided m pillagraph [I) oj 11m stcliOll) Th e (OllltlllS of ,my su cb nOHficallon
mUSl comply witillhe requirements ofparJgraph (e) of [his section

(I) Carners l11USt wail a 30-day J1)umnlllJJ pcriod of lIme ,Il'ter gJVlllg CllStOmerS nOlICt and ,m
opporHU1ily 10 0Pl~0111 berOTe assm1Hng C\lswmer <1ppJf.\V<l1 l(! llse. OJSC105[. Or permil <lccess 10 CPNI. A
carrier m'IY. in ilS discrclion. provide for ,I langeI pCllod Colmers 11111S1 notify C11Stomers ,:s [0 lITe
applicable wailUlg period fOJ a response before approv,i] IS <lsS\lmed

dale on which lhe nOlifj·:alion was sem, and

(ii) In the Ca:ie of notificalion by mail. lhe waiting peood shall begul 10 run Oll Ule ulud dily
following t.he dale tkl\ [ll e noti fication was mailed.

(2) Cmiers llsulg Ule opl-onl mechanism mUSI provide nOlices to !l1eir customers every lwo
years

(3) Tel ecollllllunicJ1l0ns carners lhal use e-Ill i111 [0 pJOvide Opl-Olll noticcs musl comply wilh Ule
following reqllirem elliS 111 addition 10 the requirem elliS genel <lIly applicable [0 lJOtificalion'

(i) Carriers must oblaul express. verifiable. pTlor "pprov;J] from conSlWlerS to send notices via e·
mail reg;]r ding their service Dl general. Or CpN} iJJ paniC\lLu,

(ii) Cmiers mUSl alJow CliSlQlllerS 10 reply diTeCily 10 t-llldl1S containing ePN) notices in order [0

Opl-0UI,

[iill 0pl-ont e-mail nOlices thai <1ft remmed to the carricr as illldelJVerable mnSl be sent to lhr
cnslOmer Ul arloLher form before carriers may cOllSlder i.he C\iSlomer ID !lave received llotice,

(iv) Carriers UJ'dl 'lse e-nHlJ 10 send CPNlnotices nmSI e.nsnre UJ<l[ Ule S\lb)eClliJ)e ofille llleSS<lge
cleJrJy alld accurately Identifies !he sllbject maner Df Ule e-In;lil', alld

(v) Te]ecommUlJic<llJons cmiers 11lllS1 1m].;" ,1V,lilable 10 every Cllslomer d method 10 opt-OUl Ihil[
is of no ilddiliOllal cost 10 Ule ulstm:ner aud lIlat is Jvail,lbJe 24 homs <I day, seven days <I week. Carriers
may s;]tisfy t!lIS requiremenl lhrmlgh ;] combin,llion of mellJ()ds, so long as all cllstomers h;Jve the abilily [0
apt -cut 31 no CDS~ ~nd are ~ble ~o effec!U2te !hal cho]ce '....JhtPt2'.},~r they c!.!eose.

111 illstullfes wlrere the Cvmpally is required (v oblain L"llsfumer !/jJprovalfor the lise vr disclosure vj
CPN1, the Compall'y ob/aills "vp/ O/lt" approval i/l rru·Ol·daliu with file disclosures, 'methods alld
requiremellts cOHtailled ill Rule 2008(L) alld Rille 2008(d). The CompallY's CPNl policies require l/tal

fIre Company prvvide "opt out" /lotiueS to its fIiS/IJIIIOS rve,}' twu years. All rlIslvlllers have tlte ability
(0 opt vut 01 II/} ("lIstlllld lISillg methods that ure available 1"lrelleVl!r flie Cllslomer clwOSl!s.

(e) Notif.. e Requirements SpeCific lu 0/'1 In A tel CCOlmlllllJicaliolls Cd IT) er TlJ <:ly pr ovidc
n01ificJtion [0 Obl iii Il opt-in Jpproval through or aI. VfT ill m. or el tclron ic methods The comenls of any such
nOlification lll\lSI comply WJ1h ule requircm elll s of p;1f ;lgJ ,11'11 (c) of 11llS seci ion

The CompulJ)' dues Hot ull")"""fly solicit"upr i/l" Cllsfomt:)" rrppnwal(ur Iii!.! CIS!.! or disdosure of CPNl
Tile Cumpmr)' dues nut use, disdvse Ul" Krall' access 10 CPNf flIT" (my plllpu.~e, fu allY party ur ill all)"
mOll/ler tfla/wo/lld require a ClISlumer's "upr ill" flpprovulll/lder Ihe COlJ1l/1is,~i(JlI's CPNJ Rules.

•1



(f) ,",10Iiet' Reql.lireilu'iH.': 5))(,(1/;,- IL) One Tillie '--lie o(e?Nl (I) CLmiers J))tlynst.: OJ,d nOIJCe 10
-:-11\.\11\ lIm1ted. one-tune we (d (·P\!i fl'l 1I1l11'Wld ,;11(1 ()Il\b0l11lcl CllstOlllCl lclcp]wJlc WlJl,lLlS l-l1l \\](

dm<1lion al!lle ulL Jeg,i1oJess of \\.]-1t'11Iu ldlflt'f~ USl' UP1-(llll or OjJl-lli 'Jppro\lal based on llll llillnre r!l til('

COHL1Cl

l2) The contents of <lily such notificulon must comply with tbe requiremenls of paragrJph (c) of
this seclion, except lbdl l.elecolllllmnicJIIOnS Glrriers lTIJy omit any of the following nOlice provisions if not
re]evalJl \0 the lImited ll~,e for whic.h the cJ.IT1er seeks CPNL

(1) C:lmers need Llol Jdvise cllstomers lhat iflhey h',we opted-olll previonsly. no <inion is needed
\0 l11,1Ul1,1ill the opt-at!! eleclloll.

(ii) Cii.JJieTs need nOl Jdvlse customers l.hJt ihey BiJY siiJre CPNI wnh 1.I"Jerr <JITihtl1es or lhird
p,lflies and need nol name rhose enlllics. if lbe hmiled CPNl \lsage will not resuh i.n use by, or disclosure
la, dll lJffiliate or third party;

(iii) CaTTlers need n01 disclose the means by which (! customer Ctlll deny or Wilhctr<iw flllnre ,Kcess
10 CPNL so long i:lS CilTTiers expL.llJl to customers ll1tll tbe scope of the (!PprovQ) lhe cimier seeks IS limited
10 one-tlme llse; and

(lV) Ci:lmers Jl1<iy omit disclosme of tile precise sleps <I customer mUSI t<lke U1 order 10 gram or
deny llccess 10 CPN1, J:> long as the caTTler clearly communic3te.s 111<lt the customer Gill deny ,lccess 10 Ins
CPN] for tJle calL

1/1 illstaJli"f!s 'vII ere t!le Company st-:eks one-time fusfomer approval for the USe or disdoslire of CPNJ,
tire Company obtaills Slldr approval ill aCfordallu: lVith the disdosures, methods and requirements
cowaiued ill Rule 200S(/).

Section 64.2009 s~regllards rrqllired for lise of clIstomer proprietary network information.

(J) TelecommunicJlions t.:i:lniers llJUS[ implement a system by which ule SLl1US of a cllstomer's
CPN] approval can be clearly esl,blJ']Je(J prior 10 tJle TIse ofCPN1

The Company's billilll~ system allohls llllthori'led fOmpaJl)' persoJlnel to easily determine tire status uf a
("/lstomer's CPNJ approval 011 che nlSloJ1lcr llf("OUJlt sueeJl prior to the lise ur disdUSUfe ofCPN/.

(b) Telecommunicalions c;miers must tr3in llleir personnel as 10 when they Jfe and 3re DOl
JUl.hoJlzed to use CPNL and carrjers !TInSl have an express discipli..llt.lry process in place.

The Compauy IrQ'! establis/red CPNJ flJl1IplillJlCl! polities lIw! i1ll1ude employee trllining on J"esfridioHs
oil fhe Wie alld disclosure of CPNI and reqllired safeguards to proted against unllutllOrized lise or
disdosure I~/ CPN/. .Employees Ill/lie sigllt'd that they uJlderstand the' CPNJ polides aurl n v;I)lat;ou (~f

those po!ii"ies Ivill result ill disc1pIiHGI)' aaf01l.

(c) AJI carriers shall ll13mlam d record. cJecrrolllcally or in some other mtllUlel, oftheu own and
their <.lffili3LeS' si:lJes and marketing CaJl1]JJlgJ1S thdt use their CUSlOll1erS' CPNI. AJI CiUTlers shall llldint,.rUI <l

record of i:lll inS13DCeS where CPNI \.ViiS dIsclosed or provided 10 third parties. or where rhird pdTlies wete
cdlowcd dccess lo ePN] The JecOld lllust iDchlde Cl descriplion of each Campaign. the specific CPNJ thai
WlJS llsed in the campaign, Jnrl Wh<.J1 products and services were offered ilS d pelT I of\he clmpi:lign. Carners
shill] retain the record for (l l1l111Ol11lllt of onc YC~ll

The CumpullyJs CPNJ po/h·ies require (hat all snles anrl markf'liJlJj fampaigu5 il/clud'-lIg t!lose Itlili'ling
CPNJ be recorded alld kept orr jile jur af It'asf une year. Recurds are alsu mailltai1led/ur disdosure ur
G{Tess 10 CPNI by third parries. Tbe records judI/de fire required ill{urlllatiull hSled ifl Rule 64.2009(().



(d) TeJccommulllcdlJons c.miers must establlsh a sl1pervlsOJY revic\>..' pJOcess regarcli.ng ecIDieI
CUJJlpJullCl" '.'.IJiJj tlle JIIlt.-:-- II! tIllS SlJbp,lll for oUl-bound Jl],IJkcung silllallons ,mJ mJiUl.Hn TCCOlcis e,J (;llTl{"]

complT,mce flJf d J[Wllrt1lll11 pt.'.IJOd of one year Specifiedly. s,lks personnel J1111S1 Obldlll sllpervjsory
;lpprov,ll or ;my rnop('~.rd 0111-ht1llllct m;lrkeling rCC]llesl for (lISIOlHCJ ,lpprov,ll

The Company's CPNJ pohcies r-eqllire employees to obtain approval.lhnJ1 the Company's CPNJ
Compliallce Offil"erfoj" aI/marketing campm~g"s, inell/ding t!lose utilizing CPN1, prior to initiating that
campaign Rel"Ord oj (!Ie markf!fi1Tg fampaigns J along with the approfJl1"afe slfpeJ1JisOJ)I approval is

fIIail1fai"edfor at leasl one year"

(e) A leJecommllnlcalions carrier mnst h,we an officer. <IS an agenl of the carrier, sign and file
wlth tJJe COlUllJISsion a comphance certificate on an amma} basis. The officer lJ]llSt S{Jle in l.he cenificalioD
t.I1l1i lie or she lil1s pcr:iOJja: knowledge ibal the company has eS!<lblished OpeLJi.ing J-lloceumes that are
'ldeqlli.lte 10 ensure compllance wilh Ule mles in tJlis snbpan. TIle canier milS! provide a slJtemelll
i.lCCOmp<lllyjng the cenificale expbinmg how its operating procedures ensure thai il js or is not in
compliance willl (he niles in tJlis subpart In addllion, tJle Ci.lfTler must inchlde ill} explanation of any
ilclions taken <1gtlU1St datJ brokers ;md a smumary of all cnSlOmer complJinls received in tJle past year
concenling tJle un<.llltJlOflzed release of CPNJ_ This filing mUSl be mJde alUHlJIly wilIl tJle EnforcemeJl1
Bmeau ou or before March 1 in EB Docket No. 06-36, for dolO peminiJlg to the previolls calendar year

rhe required officer ('ertfl'("atioll, adiolls takeH again,\( data brl1kers alld SlImlnal)' of cuslomer
romplaint dOl.-Wl1ems are iududed with Ihis afcompanyillg stalemellL The CompaJlY will file 'lrese
dOCllWellt5 011 GIl allrll...·al basis 011 or before Manh J for data pel1ai1ling to the previolls calendar yeaI'".

(f) Carriers mnst provide wrinen notice within five buslness dayS 10 Ihe Commission of any
tllstJIlCe where tJ1e Opl--OUI mechalllsms do not work properly, to such a degree Olal consumers' mabiIity (0
Opt-Ollt is more tJl,lJ) an anomaly-

(1) The DOtlC; shall be tn the fOnD of a letter, and shall include tJle Carrier's nJme, a description of
the 0PI-OUl mecballism(s) 1lsed, the problems(s) experienced, Ule remedy proposed a1ld wben it will be/was
implemelHed, whetJlel We relevant state commission(s) has been notified and wheOler II has laken any
Jctio]], J copy ofllJe JJolice provided to customers, and canUcl information.

(2) Snch notice must be submiHed even if Ihe carrier offers olher metJ10ds by which consumers

m<lY OpI-oul

Tile CompallY's CPNJ policies iIH1ude a profess 10 ptovide fht! requirl!d wrif1ell notice fo the
C/JIumissioJl withi" five busi"es5 days of all opt-out 1nahalIisfIJ failure lliat is more thau a1l all()ma~v"

Tlil! prm'edure meets lIle requireme1lts Ir"sled ill Rille 64.2009(f).

Section 64.2010 Safeguards on the disclosure of customer propriet~ry network information.

(J) SoleguordiiJg CPNl. Teleconmlllilicalions carners must <l<lke reasonable measures [0 discover
<lnd protect i.l gain Sl Juempts 10 gain UllJutJlOr1Zed Jccess to CrN] TeJecommllnic<.llions c<lrriers fillSt
properly JlHhmllCale J ClJstomer plior 10 disclosing CPN] bJsed on cllstomer-mitiated telephone comac1.
online JCC0U11t access: or an in-swre Visit.

The Coil/pall)"s CPNI poli6es and employee lraining ;1/(}/lde rea5tmabfe mmS/ll"I!.I,' 10 tlisuJver and
prolef1 agai./lst ill.-tivily tltal is illdicat,-ve ofpretexting and employees are i1lSfrtlflt!d 10 1l0t~fy the CPNJ
Compliall("e 0ffi(Tr ~la/lY sue" aUivity is suspedetl.

(b) Teli:phont: (lues_" 10 CPNJ TeJecommunicJ1JOHS carrieTs may only disclose Call c1elJil
information ovel I])t lelephone, bJsed on customer-initialed telephone COJ)1aCL Jf lhe CllSlomcr firsl
provides the carTleJ wilh J password. as described in parJgrJpiJ Ie) of this seclion. thiJl is not prompted by
lhe canier asking for readily avallJble biogrJphical informJlion. or aCCOlllll infonllalion_ If the Cus(omer
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does 1101 provide J pJssword. the LeleconJmlllllCJtions ulmer may only dIsclose CJ]] delJIl In fOlillJ1l011 by
sendin~ i\ 10 1he CllstOmer's JddJcss of record, OJ. by c.llling Ille cuslomer .II the lelcphc1nc /lumber of
\('((',1 d 1f II/l: C\lSIC,mtJ is able 10 provide eill del.J)l 1I1form:111l!1I II" 11)(' lficuiJ1illlll11IC,:llc,n; Cilt!U dllrln~' .J

C\blomu'ILlili~i1cd cJIl \\'iU10lll lhe telecommmllCJliOJls l,mJcJS ,1ssisldllCC, UJtlJ the Ickcl111lJlllJlllDliull"

':l!flU IS !Kllllil1ed 10 rli~;C\lSS lhecall del,lJI lnfDrmillioll pro""lr!rd by IheCnSIDll1el

The Compfllly's CPNI policies ellSllre that a l'llstomer is only able to acceSS fUll detail illformation over
Ihe fell'phone ill one of the ways listed ill Rule 64, 201 O(b). II' the C115{()lller WlllIot remember their
password, they are pl'C'llJpled 10 allswer a security questioll, Neither lire password 1I0r- the security

queslilJlI fire based UII readily available biographical illforlllaliOIl or ac('Oulll i'~formariol1. Customer
serl'iu: represelltatives lIre II/sfrllfted to autlrenticate fll~lIImerSUl'er the telepltlJllC' rlr all illstlll1ff'S p-xcepr

ill fire L'aSt: where tire UtSlOmt:r pmvides the fnl/ detail rlItol'lI/Miml ,vitlwllt the assistalll't: of tilt!
(oIJIpaJry.

lC) On/11Ie ({lCeSS 10 CPNJ. A ldecoll1mlmicdliollS (Jrrier J111IS1 <IUlhelllicdle d c.uSlomer wilholll
ule use of reJdi)y aVdilable biographical lnfonJl<:ltion. or ,1CCOUlll infomlJliou. prior 10 allOWing the
customer online access 10 ePN] rebted to J telecommurucalions service JCCOlllH. Once JUL~eU1ic~Hed.we
CllSlOm er IU ay Ollly Obl,iID onJin e access 10 ePN] reLlled Lo a tel ecOJlllllllllications serVIce aCCOUlll through a
password, as described in pJragraph (e) of this senioll, Ulal is nOI plOmpLed by the c'olITier asking for readily
available biographicJJ information, or aCCOUJll infomlJlion

Tire Company's CPN} poUdes require CIIstomer alltlrelltrwtioll ll,ithvlIt the lise o( readlly available
biographical illformat,'oll or aUolmt illfol"llllltioll prior 10 illirially gaillillg auess tIJ 01' (Ju:lltl/lt online..
OIlL'l! the customer i,~ {]rrt!lt!/ltiwted tile clIstumer is required ro nse a passwIJrd 10 obtain O/lhlle aaess to

CPNJ.

(d) III·SlDre access 10 CPNJ. A lelecOlllllHUllCJtions carrier may disclose CPNl to ,I cUSlomer
who, .11 a carri~r's retaillocdlion. first preselllS 10 the telecomllluniC<l1lons C<lrrier or its agent a vdlid photo
lD 1l13tclllJlg Ule cuslomer's accoum informJtion.

Tire Company's CPNJ polides aI/ow tile Company tv disc/use call detail CPNI fo tile clistomer at a retail
loca/ion after prese1l1i1'g a validphoto ID that matl'!res the wstomer's aL'coullt illformatiotL

(e) ESlablishmenl of {l p(l.~sH'Ord fwd B(/rk~£(p AlIlhelJliUlriolJ Methods fOl' Losl or Forgoflen
Po:::.swords, To establish a password, a lelecomnnlllicJtions «Imer must JuUleJllicale the CUSlOmer WiUlOul
the use ofreddlly aVJii,able biographical informJljOlL or ilCCOHIl! information TelecOJlllllIlDJCaUOns carriers
lllJy create J back-up CUSlomer Juthemic3tion melhod illllle event of a 105101' forgollCH password, Iml snell
hJck-up CUSIOlller aUlhe.n1icJliOll meulOd lllay HOI plompt ule ClislOiner Jor rC<Jclily aVJilalJle lJiograpJlicul
in fOTlll'Jtioll , or account information, If J CUSlomer CClnnOl provide Ille coneCl pds~\IIord or Uie correci
response for Ule b<lck'llp CUSlomer JUUlelllicalioJl meuiou. lhe clIS10mer IllllSI cslablrsh a llew password as
rlf'C"r-T~hprl ;1'1 ,h1c n;.n."'"..1 [1T~lnh
......."" ..... a ,.L~~~""'" .............~.~ t""-- ... ~.,. -t"--

Tire COlllpallY's CPNI po fides aI/ow for a lew way.~ tIJ fstabli~1r a password, all of whidl r:IlSlIl'e
[tmlpliallL'e with tire 'lbove poragl'aph Eadl method also alJmvs the custO/JI1!/' to eSfablish a back-up oj'

securrty questiun ;11 ti,e event t!rat they Iorget their password. III II/) evellt dutes lire Company lise readily
available biographical informatiou 01' at:couut into/'/IImioll as a back-up qlle.'.7iuu or as a Ineans to
es£ablish a password or alJtfleJltiL,ate the Cl/stIJmeL

(f) 'NorifiUi/ioJ7 nf flCCO lll1 I chtlllgC!s, TelecolllJlllUlJCalions CJITiers must IIfJlify CUSlomers
lI11medj'ollely whenev~r a password. CUSlomer response 10 ,I bJck-l1p 1lJe&l~ of <InlhenLicalilJJl for JOSI Of

forgolltJl pilsswords, online account, or address of lecord is crCJltd or changed TIlis Jloliflcdlioll is 110!
reqlliJed \Vllell lhe cuslomer inillates service, inclUding llle seleCllOJl of a password <11 service il1l11atioll
lllis noLiticJlion lllay be lhrough J carrieT-orj,l:;iJ1JI~d voicelllJrl OJ lEXI messJ,I:;e 10 the IclephoJlr: Jllllnbcr oj
record, or by lllailio 111~ adclress ofrecOld, dnd mus! llOI lend] Ille changed illformJlrrlll or be selll 10 lhe
new aCClJlml ill fOTllldlion
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Tile Company)s billing ,\ysle1JJ gellel'mes rr lJurijii·ntioJ/ letrer whell allY vf/he jields listed in Rule
6.:1.20]0(/) is nenter/ or chml.!~ed. The Compally immediately lIIails (lilt the IIo1i/icnfi(!1/ tu f/ie nr/r/l-ess {~/

rtTort! (Hevcr a new address) 11'llell '-("fluirn/ hy Rille f"C:'()JII(ji. TIll' ('IIIIft'IIT (1/ r//(- l/(/ri/iratiIJI1 nnllplies

lVilh the l"e{ju'-remeJlrs ofRII!e 64.:!01O(f).

(g) BU5ille5s Cusfomer EXempTIO!!. TelecolllllluJ)]CiJUOllS CalTIUS llliJy bllld lhemselves
con1TiJctually to allthenticllllOn regImes olher than those described in this section fOJ services they provide
Lo their business CllSlonH:r th£l1 hiJve bOill (I dedicated acconnl represenliJtive and iJ contract that specifically
,dmesses lie carriers' proteClioll of CPNI

rite COlllpauy has ('ulll1'aulIol agreements ill plnl"/;' witll l'ariolls bI/silless cUSlomers. The (·Olltrads

spe(:ifirall)' address 'lie (:ary-fen;' proteuioJl of tire business U1S(01/ler's CPNl ill t1fcotdallrt! IVW, Rule
64.2010(g), indlldil1g a r/er/;ul1ed nUOIi/1f rl'!,,·eseIllative. .

Section 64,2011 Notification of cHstomer propril':t~lry network inform~Hon security
bre;tches.

(a) A telecommunictltions carrier shi.1J) nOlify law enforcelllent of a breiJch of its cllstomers' ePNJ
as provided in filS seclion. TIle carner sh,JlJ not notify Ils customers or disclose lile breach pllblicly,
whether voluntarily or lmder stiJte or local ]aw or these mJes, until il has completed the process ofnotit)ring
bw enforcement pursUiJnl LO paragraph (b)

(b) As soon iJS practicable. iJnd in no event laler LhJll seven (7) business days. Jfier reiJsonabJe
detennUliJtion of the bre<lclJ, the lelecomnnmlC<lliOJlS (JrTlcr shJl1 eleetronictllly nOlify the United States
Secret Service (USSS) ""d Ihe Fede,"1 8m,," of lnvestig,\)on (FBI) through, cenrr,l repOlting facility,
The Commission will mainti:lln iJ link to the reponlllg facility <:II htlp:J/wwwfccgov/eb/cpni

(1) N01WilhsliJnding any Slille liJW lO lhe contrilry, lhe carner shJJI nor notIfy CUSlomers or
disclose the breach to the public lllllil 7 full bllsiness days have passed after nOlificiJtion 10 the USSS and
the FBI except as provided m paragraphs (2) and (3),

(2) If the carrier believes that there is an extraordinarily mgenL need to no[Jfy any class of affected
customers sooner than otherwise <.ll/owed under paragrapb (1), in order to avoid immediate and irrepaTable
harm, it shi:lJ) so indicate in its nGlification and lIlay proceed to immedilltely notify its affected customers
only afler consultation with the relevant invesljgaling agency. The carrier shall cooper ale with tlle Te)evant
investigJting agency's reqnestlO minimize any adverse effects oJ"sllch cnSlomer notification.

(3) lf the relevan! iJlvesligiJling agency delerJJlmes tl1al lhe pnblic disclosnre or notice 10
customers would impede or compromise an ongoing or potentia] crirnUJ(llmvestigdtion or national security,
STIch ~ge!1cy may d!reC1 the carrier not II) Sf) disclose or UNify fnr rlj"J lJ1_iL!;ll periflrl of up \0 30 d;-lYS. S,-)c.!J
period may be extended by the agency JS reasonable necessJry in the judgment of tbe Jgency ]f such
direction is given, thE' tlgellcy shall 1l01ify lhe ciJrrier when II appears 111at public disclosure or notice to
affected customers will no 10ngeT impede or compromise a cnminJ] mvestlgation or natiOlIal security. The
dgency shall provide irl writing llS initiiJI direction 10 the Cim leI. any Sll bsequem extension, and any
llotificatiou thaI notjc~ will no longer impede OJ compromise d C1imirl,-d invesligmion or- natiollaJ security
,md snch writings shall be conlemporiilleOllsly Jogged on {he same reponing facilily that contains records of
JlotiflcJliollS filed by ciJniers.

(c) Recurdkeeping. AJJ c.i:lrriers sh;:dJ lllJll1LaJll a record, eJec.uonically or m some otlIer manner, of
Llny breiJches discovered. notifiC<J1ion JllLlde 10 the USSS and the fBI pnrSlliJlll [0 pLlragrLlph (b), and
notificJtion made 10 Cl1SlOmerS The record lllllSI mcJuc\c. jf (Iv'llhlbfe. dates of discovery (Iud IlOllfic.ation, i:l

deTailed description Cof [he ePN] lhJI WiJS llle subjcCl of [hc bre<'lcb. Jnd the ClTC11ll1SWllCCS of lhe breiJclJ
earners sholl retairl llIe record for a mmimllin of2 years
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The Compal1)' has polid'!s and procedures ill plan: 10 ellSlIlT cumphal1ce Willz Rule 64.2011. Wizen il is
reasmwbly determined fhal a breach has uCfT/rred.. Il,e CPNI Compliance Officer )Vj[J llot~fy law
enforcemenr and lIS UlstaJlllT /11 'he reqIlIred tillIc/I'mlles. :1 rel"ord ofllle breai'h wilf be malll1ai1Jedfor
if mlJlim/lIll I~/ {\I'(/ yeors III1I! )\·ill iJ/(/!ldl' all in/cn-l/l{f{ro/l reqllired by Rule 6.:/.201J.
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